Cyber Safety Awareness 
Cyber Crime: How It Happens and How You Can Protect Yourself
An increasing number of domestic and international criminals are using the Internet for illegal purposes. Computers and other electronic devices can be used to commit crimes. This page discusses who are potential targets, the nature of computer and cybercrime, and what you can do to be safe. 
Why are you a target?
Information, whether personal or business related, is becoming increasingly valuable to criminals. Wherever personal information, such as bank account, credit card, or social security numbers, is stored, whether on your personal computer or with a trusted third party such as a bank, retailer or government agency, a cyber-criminal can attempt to steal that information which could be used for identity theft, credit card fraud or fraudulent withdrawals from a bank account, among other crimes. 
How Can You Stay Safe?
Reduce your chances of becoming a victim of cybercrime by following the steps below: 
· Keep your operating system and applications updated and patched.  Set to “auto update” for best protection.
· Make sure the computer you are using has an active and updated anti-virus and anti-spyware software installed on it.
· Do not visit un-trusted websites or follow links provided by unknown or un-trusted sources.
· Secure your transactions.  Look for the "lock" icon on the browser's status bar and be sure "https" appears in the website's address bar before making an online purchase.  The "s" stands for "secure" and indicates that the communication with the webpage is encrypted.
· Do not respond to any unsolicited (spam) incoming e-mails. 
· Do not open any attachments contained in suspicious emails. 
· Do not respond to an email requesting personal information or that asks you to "verify your information" or to "confirm your user-id and password." 
· Beware of emails that threaten any dire consequences should you not "verify your information." 
· Do not enter personal information in a pop-up screen. Providing such information may compromise your identity and increase the odds of identity theft. 
· Have separate passwords for work related and non-work related accounts. 
Below are links highlighted in PCMag and CNET to some of the free (or partly free) offerings for antimalware products that can be applied to your home computers to help protect you from cyber criminals and attacks.  Please note:  This information is being provided as a service to employees.  The State of Arizona does not necessarily endorse these products, and others that serve the same purpose may be available.

1. Avast! Free Antivirus 8.0 (Windows)
http://download.cnet.com/Avast-Free-Antivirus/3000-2239_4-10019223.html?part=dl-85737&subj=dl&tag=button
Read PCMag’s review of avast! Free Antivirus 8

2. AVG Anti-Virus Free Edition 2014 (Windows)
http://free.avg.com/us-en/homepage 
Read CNET’s review of AVG AntiVirus Free 2014

3. Malwarebytes' Anti-Malware 1.75 (Windows)
http://www.malwarebytes.org/  
Read CNET’s review of Malwarebytes Anti-Malware 

4. Microsoft Security Essentials 4.2  (Windows)
http://www.microsoft.com/en-us/download/details.aspx?id=5201
Read PCMag’s review of Microsoft Essentials Review

5. Ad-Aware Free 10.5.3 (Windows)
http://www.lavasoft.com/products/ad_aware_free.php  
Read CNET’s review of Ad-Aware Free Antivirus 

6. Panda Antivirus Free Trial version 2014 (Windows)
http://www.pandasecurityusa.com/downloads/
Read CNET’s review of Panda Cloud Antivirus Free Edition 

7. Trend Micro HouseCall 8.0 (Windows)
http://housecall.trendmicro.com/index.html 
Read CNET’s review of HouseCall Free Online Virus Scan 

8. Bitdefender (Windows)
http://www.bitdefender.com/
Read PCMag’s review of Bitdefender Antivirus Plus (2014) 

9. Super Anti Spyware 5.6 (Windows)
http://www.superantispyware.com/downloadfile.html?productid=SUPERANTISPYWAREFREE
Read CNET’s review of Super Anti Spyware 5.6 

10. Comodo Internet Security (Windows)
http://antivirus.comodo.com/
Read PCMag’s review of Comodo Internet Security Complete 2013 

Resources for more information:
MS-ISAC Tip -- Surf Safe on the Internet
msisac.org/daily-tips/Surf-Safe-on-the-Internet.cfm
US-CERT Shopping Safely Online
us-cert.gov/cas/tips/ST07-001.html

National Cyber Security Alliance
http://staysafeonline.org/stay-safe-online/

FTC Identity Theft Site
ftc.gov/bcp/edu/microsites/idtheft/

